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The security of information is the business of all, in order 
to protect the business of ICAS International Holdings Ltd.

Introduction

At ICAS International Holdings Ltd we place the highest 
priority on protecting all data. This means you and your 
employees can be confident that all data and personal 
information we hold is safe and secure.

This document is intended to provide an introduction to 
ICAS and our approach to information security. It reflects 
the extensive work carried out by ICAS to protect the 
confidentiality, integrity and availability of all client data 
processed by us and third party suppliers.

Please note that this document is for information purposes only. ICAS has made every effort to 
provide responses that are accurate as of the date of publication. Because our procedures and 
policies change from time to time, we cannot guarantee that responses contained herein will be 
identical to those in our contracts.



ICAS has a well-defined management frame-
work and maintains Information Security Policy 
Standards (AISPS) in line with the International 
Standard for Information Security (ISO/IEC 
27001). 

As part of an ICAS global initiative to maintain 
the highest standards of security around service 
user data, we have upgraded our systems to 
utilise best of breed Microsoft solution utilising 
the very latest Microsoft PaaS technology and 
security offerings. 

The storage and backup of associated data is 
within Microsoft data centres (EU-based for 
European data). Microsoft follows and adheres 
to the following ISO certification and compli-
ance standards:

Audits and Compliance

• ISO 27001
• ISO 27018
• SSAE16 SOC1 Type II
• SOC2 Type II
• FISMA

ICAS is registered as a data controller with the 
Information Commissioner’s Office. ICAS is fully 
compliant with data protection regulation includ-
ing a Global Data Privacy Policy and a UK policy. 
As a data controller we may, in exceptional 
circumstances, need to use data processors, 
some of which maybe are located outside the 
European Economic Area (EEA). We obtain 
explicit consent from the data subject prior to 
any data transfers and our principle processors 
are ICAS International Holdings Ltd subsidiary 
companies. These companies are signed up to 
Binding Corporate Rules, comply with the same 
strict standards and in some cases we also have 
EU model contract clauses in place. This means 
that when we transfer personal data from the 
EEA to other countries, we do so knowing that 
they will be given the same high level of protec-
tion it receives in the EEA. 

Our Data Privacy Policy aligned with GDPR 
requirements is available on the ICAS website at 
https://icasworld.com/privacy/

We have a robust security assurance 
programme with our internal audit and compli-
ance monitoring functions regularly assessing 
the organisation's information security and 
privacy controls. Information security audits 
are carried out on data processors with which 
data is shared in accordance with a document-
ed process.
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Good Governance

ICAS Chief Information Officer (CIO) is accountable 
and responsible for data, and the governance of it 
across ICAS International Holdings Ltd and its 
subsidiary companies (ICAS Group). ICAS CIO is 
also responsible for the information security risk in 
ICAS.

The ICIO will ensure that assets are protected across 
ICAS Group and that everyone is aware of their 
personal responsibility to exercise good judgment, 
and to safeguard and share information appropriately.

Management of information risk is overseen at the 
Board Risk Committee and the Board, which include 
a mix of Executive and Non-Executive Directors.

All ICAS third parties go through an extensive 
information security assessment to ensure suitable 
security controls are in place and that the supplier 
meets ICAS standards including the protection of 
our data.

ICAS has implemented an ISO 
22301-aligned business continuity, 
crisis management and disaster 
recovery process and plans which 
are reviewed annually.

ICAS business continuity plans are in place covering all processes and are 
supported by crisis management plans that ensure if disaster strikes, we 
are able to manage it effectively. In addition, we have IT Disaster Recov-
ery plans covering both applications and supporting infrastructure which 
can be activated depending on the nature of the situation. Our plans for 
recovering systems, networks and applications include the use of back 
up data centres and use of “cold site” work area recovery for loss of our 
business as usual sites. These processes and plans are robustly tested 
annually. Testing includes call cascade, work area recovery, plan walk-
throughs, ITDR tests and scenario-based crisis management. All our 
operational resilience processes are subject to an internal annual review 
and when required, an external audit.
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Information

In providing our services, ICAS may handle personal data. Personal data is 
information which enables you to be identified, such as your name and 
contact details.

Depending on what services you receive from us, this may include sensi-
tive personal information such as medical information. We are committed 
to protecting the confidentiality and integrity of the information that you 
provide to us. We put in place appropriate technical, physical and organisa-
tional security measures to protect against any unauthorised access or 
damage to, or disclosure or loss of, your information or that of your 
employees. 

ICAS employees and contractors are aware of their information security 
responsibilities and are contractually bound to these.

The ICAS Group Code of Conduct includes sections on confidentiality, 
privacy, and information security, privacy policies regarding handling of 
customer data, and contractual confidentiality agreements are also in place 
with all employees. 

Information is classified in terms of its value, legal requirements, sensitivity 
and criticality to the organisation. Information handled or produced by 
ICAS is classified as either ‘Internal’, ‘Confidential’ or ‘Secret’ by the author.

We will only keep personal information for as long as is necessary for the 
specific service and in accordance with the applicable jurisdictional law.
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Technology and Services

ICAS ensures that critical technology and
services are resilient to disruptive challenges 
and have the means to recover from these.

ICAS has a formal user registration and
deregistration procedure in place for granting 
and revoking access to all information systems 
and services. This is done by a formal request 
process, requiring approval from information 
owners or line managers. The allocation and 
use of privileges is restricted and controlled.
Privileges are granted through role-based
definitions that comply with segregation of
duties' requirements. Access Reviews are
conducted regularly to evaluate suspending
any unused accounts or privileges.

ICAS implement a separation of roles and
responsibilities that reduces the possibility
for a single individual to compromise a
critical process. We make sure that employees 
are performing only authorised duties relevant 
to their respective jobs and positions. Through 
system configuration controls, users are 
required to follow mandatory AISPS password 
standards.

Robust procedures are in place for secure
logon including forced password change at
first logon, accounts automatically locking
out after a defined number of incorrect 
attempts and forced password changes at
set intervals.

Systems for managing passwords are
interactive and ensure strong password
entropy in line with company standards. The
standard for passwords we use at least 14
characters which must contain a combination 
of at least three out of the four following char-
acter types: upper case alphabetic, lower case 
alphabetic, numeric, non- alpha/non-numeric.

ICAS has implemented data encryption to
provide maximum protection of customer
data, both in transit and at rest.

All desktops, laptops and servers are hardened 
to latest CIS benchmark standards and have 
Endpoint anti-virus software installed that is 
updated daily. ICAS operates a highly secure 
environment with multiple layer of monitoring, 
protection and adaptive, automatic contain-
ment. This means that data is not held on local 
hard drives or local shared network drives. 
Removable media such as USB devices access 
is disabled by default, and where there is excep-
tional business need, EndPoint media encryp-
tion is implemented. We enforce full disk 
encryption for all devices.

Electronic data transfers are secured by
Transport Layer Security (TLS) connections,
and all Internal, Confidential and Secret data
is protected by Azure Information Protection
and Windows Information Protection services.
We make use of both sensitivity and retention
labels to classify and protect data depending
on content and this allows us to enforce our
very strong Data Leakage Prevention (DLP)
rules.

Device access to the ICAS secure network is
heavily restricted and multiple Mobile Device
Management (MDM) and (Microsoft
Application Management (MAM) policies are
enforced. These policies ensure that only ICAS
equipment may connect and access systems
and data, as well as only permitting certain
data to be opened within specifically approved 
ICAS applications. Devices are continually 
scanned for non-compliance which, if identified, 
results in the affected devices being isolated 
with ICAS technical and security teams being 
alerted to investigate.
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Technology and Services

Sign-In risk and User risk policies are configured to automatically 
trigger additional Multi-Factor Authentications (MFAs) and, where 
necessary, to restrict access to resources should any suspicious activi-
ties be identified. Once again all of these events are captured and 
alerted to ICAS technical and security teams to investigate.

Privileged Identity Management is used to limit administrative 
access to the ICAS technology platform, on a per eligible role, per 
request basis. Where technical and security staff are in roles which 
require special access on our platform, they are associated with a 
respective  administration role. When they need to use these 
elevated permissions, they must first apply to use these 
permissions, documenting what they are using the 
permissions for. This request follows an electronic 
authorisation process and, if approved, the staff 
member will be granted the elevated permissions 
for a period of 1 hour to complete their task. After 
which the elevated privilege is automatically 
removed.

Remote access is also tightly controlled and 
uses Virtual Private Network (VPN) with 
Certificates.

ICAS has a robust cyber security and information security 
strategy that is reviewed on an annual basis. A number
of facets are comprised within the strategy, including regular 
penetration testing of applications and benchmarking reviews against industry best practice.

ICAS operating procedures are documented, maintained, and made available to all users who 
need them. There are formal change management procedures for changes to applications,
procedures, processes, system and service parameters, and the underlying platforms. Where technically 
possible, development, test and operational facilities are separated to reduce the risk of unauthorised 
access to changes to the operational systems.
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Personnel Security

People are an organisation’s most important asset, so personnel assurance is fundamental to good 
security. ICAS has a strong security culture in place, with clear security policies supported by training 
and regular communication. Employees are clear on how to report security incidents and on their 
information security responsibilities.

Mandatory security training is completed annually by all employees. Training covers both technical 
and operational controls and the content is maintained to comply with current business practices, 
technologies and emergen threats. Course completion is monitored with results recorded, reported 
to the local operational risk committee and actively managed by local line managers.

Background verification checks are carried out on all candidates for employment, contractors, and 
third party users. This is carried out in accordance with relevant laws, regulations and ethics. Checks 
are proportionate to the business requirements, the classification of information to be accessed and
perceived risks.

As part of their contractual obligation, employees, contractors and third party users agree and sign 
the terms and conditions of their employment contract, which states their and ICAS’s responsibilities 
for information security. If an employee falls below ICAS expected standards or behaviours are in 
breach of obligations, defined conduct procedures will be initiated.
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Physical Security

The ICAS Group operates across multiple sites internationally and has 
mandated standards of physical security based on categories of location, 
headcount and nature of information processing. Compliance with these 
standards is mandatory.

Security perimeters have been defined around office locations with 
sensitive business areas being subject to stringent physical access 
controls including biometric access controls. Security staff carry out 
regular checks at all sites. ICAS assets held or managed by third
parties are also similarly protected.

No equipment, information or software is taken off site without prior 
authorisation. When working off-site our employees follow strict 
information security guidelines. This ensures unattended laptops are 
secured and confidential data is encrypted. Passwords are required to 
power on removable devices which are also encrypted. Detailed procedures 
are in place relating to the disposal of all hardware to ensure that all data is 
permanently erased in line with the relevant standards (e.g. US Do data 
erasure standard).

ICAS International Holdings Ltd Information Security Management - Security as Standard



ICAS International Holdings Ltd Information Security Management - Security as Standard

Incident Security 
Management

ICAS has in place a documented Data Breach Management
incident response plan (aligned to the Information
Commission Office's requirements). Procedures have been
established to handle different types of information security
incident, including information system failures and loss of
service; malicious code; denial of service; errors resulting
from incomplete or inaccurate business data; breaches of
confidentiality and integrity and misuse of information
systems.

The procedure covers analysis and identification of the
cause of the incident; containment;

planning and implementation of corrective action to prevent recurrence and communication with 
those affected by or involved with recovery from the incident.

External intelligence sources are monitored by the ICAS Security team to keep up to date on security 
threats and incidents.

Reporting mechanisms of incidents of unauthorised disclosure and breaches of information to the 
Information Commissioner’s Office are in place if a serious loss or breach of personal data occurs.



Where can I 
learn more?

Contact
t: +44 (0) 2037 270692
e: contact@icasworld.com
w: www.icasworld.com

For any questions or concerns relating 
to this information security overview 
or our data protection practices, 
please contact your Account 
Manager.




